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ABSTRACT

Work to improve network throughput has been focused on network coding as the utilization of IoT-based application
services increases and network usage increases rapidly. In network coding, nodes transform packets received from
neighboring nodes into a combination of encoded packets for transmission and decoding at the destination. This scheme is
based on trust among nodes, but in the IoT environment where nodes are free to join, a malicious node can fabricate the
packet if it legally participates in the configuration. It is difficult to identify the authenticity of the encoded packet since the
packet received at destination is not a single source but a combination of packets generated by several nodes. In this paper,
we propose a method to detect “look-like-valid” packets that have been attacked and disguised in packets received at
destination, and to identify valid messages in the reconstructions. This method shows that network coding performance is
significantly improved because the destination can reconstruct a valid message with only received packets without
retransmission with a high probability, despite the presence of disguised packets.
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